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ABSTRACT
Developers of small satellites face the challenges of a short development schedule, incomplete information about parts
from vendors, and limited budgets. The situation is complicated by the need to use commercial electronic parts rather
than radiation hardened parts to meet performance and budget constraints. Fortunately, a number of organizations are
standing up new modeling and data resources that are available for free online. Motivation for sharing models, part
data, and lessons learned include shorter development times, increased mission success likelihood, and training the
next generation of space professionals. The purpose of this paper is to make these resources and their complementary
capabilities known to the small satellite community.
Five free online platforms are discussed that address various parts of the information and modeling challenges posed
by when electronics are operated in space, especially commercial electronics. The first platform is the Small Satellite
Reliability Initiative (SSRI) Knowledge Base, a Wikipedia-like site that documents knowledge useful for successful
small satellite missions. The second platform is Radiation Guidelines for Notional Threat Identification and
Classification (RGENTIC), which accepts user input on electronic part types and mission parameters, then produces
a list of possible radiation concerns for various part-types. The third platform is Systems Engineering Assurance and
Modeling (SEAM), which incorporates architectural system modeling for identifying radiation fault propagation, Goal
Structuring Notation, a visual argument scheme for creating radiation assurance cases, and construction of fault trees
and Bayesian nets for reliability analysis. The fourth platform is the Parts, Materials and Processes Encyclopedia
(PMPedia), a repository for information on relevant information for small satellite performance on electronic parts,
material properties, and constructing processes. The fifth platform is Cosmic Ray Effects on Microelectronics
(CREME), a collection of tools that enable the user to estimate the effect of the cosmic ray environment on various
microelectronic parts. Taken together, these tools can significantly improve the chance of mission success.
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I.

INTRODUCTION

The emergence of small satellites has opened up space
mission possibilities to much wider participation by
organizations like small companies and universities that
before never would have considered designing and
launching a satellite. However, mission success in space
requires a broad and deep set of skills and access to
specific information that has been scattered across many
platforms and databases. In this paper we describe an
emerging set of free online collaborative platforms
designed to provide access to the small satellite
community knowledge and enable modeling of various
space effects without proprietary software or databases.
The list of tools discussed here is by no means
exhaustive, but meant to illustrate the types of platforms
that are becoming available to satellite designers.
One tool that brings together spacecraft developer
knowledge is the Small Satellite Reliability Initiative
Knowledge Base (SSRI). Dubbed “Wikipedia for small
satellites,” this is a general knowledge base pointing to
articles, whitepapers, databases, and software tools that
can help with the design and reliability of small satellite
missions and spacecraft. This can help with initial topics
such as orbit selection, launch availability, and
component information.
Another tool useful in the early spacecraft design flow is
Radiation Guidelines for Notional Threat Identification
and Classification (RGENTIC), which enables small sat
designers to put in mission parameters and electronic
part types and get out a list of general guidelines for the
mission, and information about the performance of
electronic, electrical, and electromechanical (EEE) part

types and their potential radiation vulnerabilities in a
given space radiation environment.
A next step would be to create an overall architectural
model of the spacecraft system and investigate how
errors from radiation might propagate through the
system. This is the task addressed by the Systems
Engineering Assurance and Modeling (SEAM)
Platform. This tool allows the user to capture the
structure of the spacecraft electronic system, to model
the origination and propagation of radiation-related
faults like single events from one component to another,
and to export fault trees and Bayesian nets that model the
fault propagation. Additionally, users can build a
radiation assurance case using Goal Structuring Notation
(GSN), which is a visual argument language, to capture
their evidence and reasoning for why their electronics
design, at least partially based on COTS parts, will
survive and operate for the duration of the mission in
their chosen orbit.
One key issue in small satellite design is the use of
commercial-off-the-shelf (COTS), or alternate-grade
parts. Small satellite programs can rarely afford either
many radiation-hardened parts, or long radiation test
campaigns to test parts not originally intended for space
applications, so finding ways of obtaining information
about how these commercial parts behave in space
environments is critical to mission success. The Parts,
Materials, and Processes Encyclopedia (PMPedia) is
intended to encourage collaborative data sharing on
radiation test results and other part testing relevant to
using alternate-grade parts in space. In addition,
PMPedia has a forum on which users can discuss and
exchange information and experiences with various parts
and materials.
A specific problem with using electronics in space is
understanding how the parts interact with the ion
radiation in a space environment, which is constituted of
energetic ions traveling at very high speeds that can
penetrate packaging and shielding and deposit energy in
a semiconductor. These ions cause a variety of what are
called single event effects (SEE), ranging from mild
temporary data upsets in memories to permanent
destruction of power transistors. The Cosmic Ray
Effects on Microelectronics (CREME) program contains
information about solar and galactic cosmic ray (GCR)
fluxes (particle/second/cm2) as a function of position in
space and the solar cycle in time. This information about
the radiation environment encountered by a spacecraft
during its mission can be used to model some single
event effects, such as upsets in memories.
In the following discussion, we introduce the capabilities
of each of these tools and how they might be used

Fig. 1 Small Satellite Design Tool Ecosystem
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Figure 2: SSRI Knowledge Base Structure
together to maximize mission success in a given space
environment.
II. SSRI KNOWLEDGE BASE
The Small Satellite Reliability Initiative (SSRI), in
conjunction with NASA’s Small Spacecraft Systems
Virtual Institute (S3VI), developed the SSRI Knowledge
Base to improve mission confidence for small spacecraft.
NASA’s SSRI Knowledge Base is a comprehensive
online tool that consolidates and organizes resources,
best practices, and lessons learned from previous small
satellite missions. This free, publicly available tool has
been released and is available to the entire SmallSat
community at https://s3vi.ndc.nasa.gov/ssri-kb/. This
tool provides vetted, high-quality sources of information
on key elements of a successful mission. This content
includes best practices and lessons learned from previous
missions and Knowledge Base “resources”. These
resources include publicly available SSRI-generated
content in addition to existing guides, publications,
standards, software tools, websites, and books.
Motivation and Approach to Database Design
The SSRI Knowledge Base was created to address the
following causes of unacceptably high failure rates in
SmallSats:
1)
SmallSat teams and stakeholders often lack
standard processes and institutional knowledge to guide
the design and development of successful space
missions.
2)
There is no quality, public forum where the
disparate set of individuals and organizations developing
SmallSats can access and share best practices, lessons
learned, and high-quality resources.
Arthur Witulski
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The traditional approach to solving these problems
involves document-based communication; however,
developing new standards is a slow and expensive
process that usually only captures appropriate processes
for a particular organization. In addition, Small Sat
technology is always changing and it is difficult to keep
up with the pace of innovation using traditional,
document-based communication. These factors led to the
creation of the SSRI Knowledge Base as a
crowdsourced, web-based platform for knowledge
sharing.
Users can search the Resource Library, but the primary
way that users locate and access resources is through the
second element of the SSRI Knowledge Base: the
Mission Confidence Framework. We use this term to
refer to the structured set of topic pages which reference
resources in the Resource Library and provide order,
structure, and context for SSRI Knowledge Base
information. In addition to a filter-able listing of relevant
resources ranked by user rating, topic pages in the MCF
include SSRI and user-recommended best practices and
lessons learned and user interfaces for submitting
feedback and recommending new content.
Explore Page
The “Explore” page is the homepage for the SSRI
Knowledge Base website, and this is where users explore
the MCF interface to locate the topic page they are
looking for. The MCF interface shown in Figure 3 is an
interactive tree diagram that allows users to quickly
navigate the entire set of topic pages in a compact view.
Hovering over “leaf nodes” in the tree diagram displays
a preview of the topic page description associated with
that node. Clicking on one of this topic page nodes brings
the user to the topic page.
[35th] Annual Small Satellite Conference

Figure 3: Mission Confidence Framework Interface
Knowledge Base Structure
As shown in Figure 2, the SSRI Knowledge Base
includes two primary components: the Resource Library
and Mission Confidence Framework (MCF). The
Resource Library is a database of resources which
provide connections to third-party content. These
resources are categorized as articles, books, software
tools, white papers, standards, and websites – but a few
of these are defined broadly to capture almost any useful
tool or source of information. In each resource entry, in
addition to providing access to the resource, we add a
description of it in the context of small satellite
development and attach a 1-5 star rating to be set based
on user input. To enable effective filtering of resource
items based on what a user is looking for, resources are
categorized as one of six “resource types”: article, book,
software tool, white paper, or standard.
Extensive discussion within the SSRI and a survey of the
SmallSat community were used to decide on a “mission
phase and task” structure for the MCF. Each topic page
is associated with a task, and these topic pages are sorted
into mission phase sections and (as needed) subsections
to group tasks together. This tree-diagram interface will
automatically update as topic pages are added to the
SSRI Knowledge Base.
Topic Pages
Each topic page in the SSRI Knowledge Base has a
format and structure consistent with the example shown
in Figure 4. This structure includes four sections: (1)
Scope and Description, (2) Best Practices and Lessons
Learned, (3) Resources, and (4) Get Involved.
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The “Scope and Description” section at the top of each
topic page describes and defines the scope of the task
covered on that page. In addition to sharing valuable
high-level information on the topic, this content serves
to prevent overlap between topics and make the scope of
included information clear to users.
The next section on each topic page is “Best Practices
and Lessons Learned”, which provides users with a list
of concise pieces of guidance from experienced subject
matter experts on the topic. These are not required to be
consistent in tone or style, but should provide valuable
information to inform users’ approach to their
completion of the task.
The third section, titled “Resources”, provides a listing
of entries in the Resource Library that are relevant to the
task covered by the topic page. Users can access these
third-party resources by clicking on their title. The
resource list can be filtered by type (e.g., article, book,
software tool, etc.) and is automatically sorted by
average user rating. If a user has not already rated a
resource, they can rate it based on their experience.
The “Get Involved” interface at the bottom of each topic
page provides users with the opportunity to contribute to
the SSRI Knowledge Base by submitting “feedback,
questions, recommended resources, or your own lessons
learned and best practices” on the topic. If the user
chooses to include their email address for follow up, it
will also be included in the email sent to the website
administration team.
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Figure 4: Part Selection Topic Page in the SSRI Knowledge Base
Baseline Content and Moderation Process
Baseline content has been incorporated for a subset of
the 58 topic pages currently in the SSRI Knowledge
Base, and generation of baseline content for the
remainder of the existing topic pages is underway. This
baseline content has been created and reviewed by
subject matter experts from NASA, other government
agencies, industry, and academia. The Knowledge Base
development team is using feedback from members of
the SSRI, NASA stakeholders, and users to improve the
website and inform the ongoing development of
additional topic pages.
Acknowledging the constant increase and varied sources
of small satellite knowledge, along with the value and
depth of knowledge that exists beyond any single
development team, the SSRI Knowledge Base is
designed to be an open, collaborative platform. User
participation is essential to the refinement and growth of
the Knowledge Base. Therefore, all users are encouraged
Arthur Witulski
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to rate resources and to submit feedback, questions,
lessons learned, and best practices over the course of
their mission lifecycle. Once baseline content is
complete, the focus for the Knowledge Base team will
be moderating the content in response to input from the
user community.
User ratings on resources are immediately reflected in
the content. Cookies, reCAPTCHA, and analytics are
used to identify and mitigate the influence of biased
repeat ratings by a single user or by bots. Minor
corrections to content and bug-fixes are managed by the
website administration team directly. If a user
recommends new content (i.e., a resource, best practice,
or lesson learned) or substantive changes to existing
content, then the administration team will forward the
recommendation to the SSRI group for review. This
moderation by the SSRI in conjunction with input from
the user base will ensure the quality of SSRI Knowledge
Base content.
[35th] Annual Small Satellite Conference

III. RADIATION GUIDELINES FOR NOTIONAL
THREAT IDENTIFICATION AND
CLASSIFICATION (R-GENTIC)
The NASA Electrical Parts and Packaging (NEPP)
group at Goddard has developed
R-GENTIC
(https://vanguard.isde.vanderbilt.edu/RGentic/), a tool
that allow users to input mission profiles and part types
and get back detailed information about radiation
vulnerabilities for those part families and space
environments. Reactive code built in [R], allows for
automated and tailored outputs based on the user inputs
for a given session.
The first step is for users to input general information
about their mission orbit, mission lifetime, and risk
tolerance. Inputs include:
1.
2.
3.
4.
5.
6.

Orbit
(Optional) Altitude (km)
Sun Cycle
Mission Class
Mission Lifetime
Mission Architecture

corresponding tables. This does not replace modeling the
actual mission environment, but gives the user some
ideas of the severity of the environment based on some
general mission parameters.
The next step is for the users to select the part types they
expect to use. Each part can be given a unique identifier
and the device process can be entered if known. For the
part type, mission specific radiation concerns for that
family of part are listed and typical radiation responses
and concerns are listed, shown in Figure 7.
On the last screen, notational guidance, for each part
family, is given to reduce risk. The part can then be saved
to a summary sheet that includes that guidance, shown in
Figure 8. This summary sheet can be downloaded and
imported into SEAM. R-GETNIC currently has over 60
part types over 12 families of parts. For these parts, SEL,
SEB, SEY, SEFI, SEGR, SEU, MBU, TID, and DDD
concerns are addressed.
IV. SYSTEMS ENGINEERING AND ASSURANCE
MODELING (SEAM)

Then, R-GENTIC provides an overview of the severity
of the mission environment including the presence of
different particle environments. Figure 5 shows the
Notation Radiation Risk Screen. Next, the user can see
radiation environments from known missions with
similar orbits, shown in Figure 6. These plots include the
dose depth curve for TID, GCR spectra for SEE, and the

Vanderbilt University, in collaboration with the NASA
Electrical Parts and Packaging program (NEPP),
maintains a model-based mission assurance platform to
model the effects of radiation on system performance,
Systems Engineering and Assurance Modeling, or
SEAM, at modelbasedassurance.org.
This tool
combines architectural models of the small sat system
with radiation fault-origination diagrams to demonstrate

Fig. 5. Notional Radiation Risks in R-GENTIC based on mission environment, lifetime, and risk tolerance.
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Figure 6: Similar environments based on user inputs to the mission tab in R-GENTIC.
GCR spectra plot is also available.

Figure 7: Radiation concerns by part family and type in RGENTIC.
Also includes links to part radiation test data including PMPedia.
how radiation-induced faults propagate through the
system to affect system performance. SEAM also has a
Goal Structuring Notation (GSN) visual argument
platform for constructing radiation assurance cases,and
can export reliability products like Bayesian Nets and
Fault Trees for fault probability and dependency
evaluation. We maintain a free public demonstration site
at modelbasedassurance.org, with tutorial information
on SEAM, where those with an institutional email
account of some kind can sign in and use the modeling
platform. Installations on individual organization servers
Arthur Witulski
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for confidential use are also available. The SEAM
platform can either be used as a stand-alone tool or in
conjunction with R-Gentic, by importing an output file
from R-GENTIC containing component part-types and
radiation environments relevant to a mission, which
automatically creates a canvas with the relevant parttype models to be connected in a block diagram by the
user.
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Figure 8: Guidance to bring down risk based on part type and mission parameters. Parts can be added to a
summary sheet and this summary sheet can be downloaded and imported into SEAM.
Capabilities of the SEAM Platform
A diagram showing the components of the SEAM
platform is shown in Fig. 9. The platform has three main
capabilities. The first is representation of the system
structure and interconnections based on System
Modeling Language (SysML) concepts. These diagrams
represent the system architecture, the connections
between system functions and components, and the fault
origination and propagation for various parts. The
second is the Goal Structuring Notation (GSN) section,
which represents a reliability and radiation hardness
assurance argument in a visual way. The third is a
reliability artifact generation section, which generates
the topologies of Bayesian Nets (BNs) and Fault Trees
(FT), both of which are industry standard probabilistic
tools for evaluating the failure probabilities of the
system. There is also an automatic coverage check
capability that checks to make sure that every fault on

the system description side has been addressed by a
hardness argument or mitigation strategy on the GSN
side [Witulski, 2020].
Motivation for Architectural Modeling
There are several reasons for using an architectural-level
model of the systems instead of physics-based
simulators, such as SPICE. The first is simply that the
computational burden of physics-based simulation
becomes impractical as systems scale in complexity and
size. Second, because of confidentiality concerns and
proprietary technology, manufacturers may not release
sufficient information to model their parts in a detailed
physical model. Third, especially when using
commercial parts in space, there may not be sufficient
radiation test data because of schedule pressure or
budgetary reasons. This lack of test data can be
compensated now by using publicly available test data,
through online test databases, such as PMPedia. Fourth,
an architectural model can be created early in the design
cycle and modified as more data about the design
becomes available. This flexibility means that reliability
concerns can be examined early in the design cycle with
SEAM, then evolved as the design changes, rather than
waiting till late in the cycle when the design has reached
maturity.
Three Diagrams for System Architecture Modeling
Figure 10 shows a high-level view of the three primary
diagrams used in the system modeling platform in
SEAM. The architectural view, or block diagram, shows
the power and signal interconnection between
components. This captures design information about the

Fig. 9. Components of SEAM and their
relationships.
Arthur Witulski
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electrical and radiation testing of the specific parts used
in the spacecraft under design. Budget and time
constraints may preclude extensive custom testing, and
then alternative sources must be used, such as prior flight
experience or test data, research literature, online
databases, and physical simulations of component
performance, such as Creme MC, illustrated in a later
section of this paper. More detailed information on the
constituent diagrams in SEAM is available in [Ryder,
2021]
and
in
the
SEAM
manual
at
modelbasedassurance.org.

Fig. 10. The three primary diagrams of the system
modeling platform, with user information inputs.
configuration of various parts and subsystems within the
overall spacecraft. The functional decomposition
diagram shows how system functions are related to
individual parts and subsystems. This view illustrates
which components are assigned to which top-level
functions of a circuit board or spacecraft. The third view
is the component diagrams, which show the origins of
faults within components, the anomalies and effects the
caused by the faults, and how these fault effects can
propagate to other components. The most specific source
of information for this kind of model comes from

These system description diagrams will be illustrated
using an example from a notional embedded system
discussed in [Ryder, 2021]. The block diagram of the
embedded system is shown in Fig. 11. Power flows are
shown with black connection lines, and signal flows are
shown with green connection lines. The information that
flows along the interconnect is not electrical, rather it
consists of fault effects that are generated in one
component and passed along to another. Notice that the
model is hierarchical, as many layers as need can be
generated to model complex systems. Figure 12 shows a
component fault diagram. The physical processes that
initiate the effects are termed “Fault Causes” and
designated with an “F” in the diagram. The fault effects
are designated with “A” for anomalies, which are
behaviors that are outside the data-sheet description of
the device, or “E” for behaviors that impact the system
functions being considered. In this example, single-event
effects (SEE) and total ionizing dose (TID) are the fault
causes, which cause signal anomalies passed

Figure 11. Architectural (block) diagram of a notional embedded system. The “Output” block is usually an
actuator or display [Ryder, 2021].
Arthur Witulski
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Fig. 12. The component-level diagram in SEAM for a generic sensor. Here only total ionizing dose (TID)
and single-event effects (SEE) are considered. Users can add other radiation effects depending on the
component and the radiation environment [Ryder, 2021].
“downstream” to the output port, and a power anomaly
which is passed “upstream” to the power connection.
Anomalies are passed to other components using
standard “failure labels” that are attached the connection
line and propagate through the ports to other
components. ure 13 shows a functional decomposition
(FD) diagram, which assigns “responsibility” for the toplevel system function to intermediate sub-functions and
corresponding components. The information in these
diagrams is sufficient to generate the topologies of fault
trees (FT) and Bayesian nets (BN), which are not shown
here because of limited space, but are described in
[Austin, 2020] and [Austin, 2018]. SEAM generates the
FT or BN topologies, which can be exported to standard
FT or BN evaluation tools for assignment of probabilities
and computation of top-level fault probabilities.
Goal Structuring Notation (GSN) Assurance Case
Another capability of SEAM is the generation of
radiation assurance cases using Goal Structuring
Notation (GSN), which is a visual argument language
original developed for software assurance [ACWG,
2021]. This objective-oriented approach to assurance has
been adopted by NASA in the 2017 Reliability and
Maintainability Technical Standard NASA-STD8729.1A. In the GSN schema, each part of an argument,
such as goals, objectives, context, and evidence, are

represented by boxes of different shapes and/or colors.
The NASA standard supplies primary top-level goals for
NASA systems, some of which are shown in Fig. 14, a
basic GSN assurance case for the embedded system
example. Each “argument chain” is supported by
evidence boxes, which reference the data (test reports,
papers, etc.) that verify the argument chain. SEAM
incorporates an automatic argument correlation
capability, which checks to make sure that each fault
effect in the system description model is correlated with
an assurance argument chain on the GSN side, which is
essential for more complex systems [Witulski, 2020].
V. PARTS, MATERIALS AND PROCESSES
ENCYCLOPEDIA (PMPEDIA)
A confluence of rapidly-evolving national needs for
resilient systems and short-duration missions, economic
constraints, and technology developments in the global
supply chain have drawn increased attention to using
alternate-grade parts in space systems. While these parts
can offer significant procurement cost, capability and
availability benefits, procurers must perform some level
of assessment since key elements of space performance
(e.g., radiation tolerance, outgassing) are unknown. This
practice, while necessary, can be duplicative, costly and
time-consuming, eroding the very benefits that made the

Fig. 13. A functional decomposition diagram for the embedded system, showing the connection between toplevel system functions, sub- functions, and components [Ryder, 2021].
Arthur Witulski
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Fig. 14. A notional GSN assurance case for the embedded system example. Boxes in red indicate goals or
strategies from the NASA Reliability and Maintainability Standard, other boxes indicate specific
arguments for the embedded system.
parts attractive in the first place. In the context of this
paper, alternate-grade electronics refers to products
designed for applications in which the specifications,
materials, and processes are established solely by the
manufacturer or vendor pursuant to market forces not
specific to space. Examples include automotive,
aviation, commercial, industrial, medical, and military
terrestrial components.

The Aerospace Corporation’s outreach, a collaboration
was formed with the University of Colorado-Boulder’s
Laboratory for Atmospheric and Space Physics. The
Aerospace Corporation now maintains a crowd-sourced
knowledge repository for alternate-grade electronics
containing radiation data, part selection and test
guidance, and a forum for sharing experience and
exchanging lessons learned. The repository, named
Parts, Materials and Processes Encyclopedia, or P-MPedia for short, is hosted at www.PMPedia.space. Figure
15 depicts the PMPedia landing page.

Motivated by these concerns, The Aerospace
Corporation initiated a dialog with diverse members
across the space community on the sharing of nonproprietary, alternate-grade parts data to harvest
PMPedia consists of three functions:
technology insertion, availability, schedule and mission
assurance efficiencies. A key goal is to reduce I. Practical, tailored guidance for selecting and testing
alternate-grade parts, informed by the user’s mission
duplicative and non-value-added testing efforts where
orbit, duration, cost tolerance, and risk tolerance.
possible, and offer technical information that will
accelerate the design, manufacture and deployment of
resilient, sufficiently reliable, less costly systems for II.A repository of alternate-grade component data of
various types, with an emphasis on radiation tolerance
government and commercial customers. As a result of
Arthur Witulski
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Figure 15: Parts, Materials and Processes Encyclopedia knowledge repository landing page.
data, which most often represents the single biggest gap
in knowledge about a component.
III.A forum in which users exchange knowledge and
experience about what worked in space and what didn't.
Selection and Test Guidance
Based on a user's selection of an orbit, mission duration,
relative cost tolerance and relative risk tolerance, we
provide some basic minimum recommendations for
assessing the part's suitability for their application. See
Figure 16 for a view of the guidance offered for a DAC
(Digital to Analog Converter). The guidance is intended
to help the user perform a prudent level of testing and
analyses, and avoid spending limited resources on
activities that are non-essential or non-value-added for
their circumstance. The maintainers of PMPedia.space
expect and welcome other experienced community
experts to weigh in and offer refinements and updates.
So, the content will dynamically evolve and improve.
The authors perceive this as a key benefit of crowdsourcing. The selection and test guidance is directly
accessible at https://pmpedia.space/guidance
Test Data Repository
Figure 17 shows the result of a typical PMPedia user’s
search for DAC radiation data. As a minimum, for each
electronic part, PMPedia includes a test report,
manufacturer, part number, what the part was exposed
to, and what was observed. No attempt is made to rate a
part as “good” or “poor” as a result of the testing
Arthur Witulski
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outcomes because we cannot anticipate how a reader of
the report intends to use a part. Rather, our intent is to
help the reader decide whether spending resources on
their own application-specific testing or analyses is
warranted or not. In the case where budget, schedule or
other project constraints make lot-specific or userspecific testing infeasible, the existing radiation data
may be suitable for use in simulations and to help bound
risk assessments.
User Discussion Forum
Finally, the User Discussion Forum, a screenshot of
which is shown in Figure 18, is where users of alternategrade electronics exchange common practices and
lessons learned about their use of these parts in space.
Senior Subject Matter Experts in parts, materials and
processes share experience with those new to the space
arena, students, junior professionals seeking mentoring
in the field or designers seeking help with very specific
questions. Again, PMPedia’s approach exploits the
benefits of crowd-sourcing and contributing to
development of the next generation of space
professionals.
Accessing the Selection and Test Guidance and the Test
Data Repository is as simple as visiting PMPedia.space.
To participate in the User Discussion Forum, visit
https://cms.pmpedia.space/wplogin.php?action=register and an e-mail will be sent with
instructions for setting up a User Login. To upload test
data, visit the upload page at:
[35th] Annual Small Satellite Conference

Figure 16: Selection and Test Guidance
https://cms.pmpedia.space/upload-test-data/ and log in
with the same User Login credentials.
Reference documents containing more general tutorial
material and short papers on best practices may be
accessed at https://pmpedia.space/docs
Users are strongly encouraged and welcome to
contribute whatever knowledge and data they can.
VI. COSMIC RAY EFFECTS ON
MICROELECTRONICS (CRÈME)
CRÈME (Cosmic Ray Effects on MicroElectronics) is an
online, open-access, suite of tools to predict the on-orbit
rate of single event upsets. The CRÈME codes were
originally put together by the Naval Research Laboratory
with the first release appearing as CREME86. In the
stand-alone version, environment and effects codes were
assembled together such that they could operate as part
of a tool flow. This implementation later developed into
CREME96 with modifications to the environment
models and the addition of the IRPP model for heavy ion
single event rate calculations [Tylka, 1997]. In 2010,
Vanderbilt released a new website to host the CREME96
tools [Adams, 2012]. It can be accessed at
https://creme.isde.vanderbilt.edu. Registration only
requires an academic or institutional email address.

rays, trapped particles, and solar energetic particles.
CREME96 includes tools to model the particle flux
spectra of these sources at arbitrary orbits, and evaluate
the on-orbit SEE rate for heavy ions and protons given
ground-based data. The component data can be obtained
experimentally, provided by a manufacturer, or retrieved
from a database. The output of the analysis is a rate
characterizing the random failures of the microelectronic
part. The prediction, in particular for heavy ions, is
intended to model single event upsets and not other
single event effects. Further, cumulative effects of total
ionizing dose and displacement damage are evaluated
elsewhere.
CREME96 consists of eight tools. TRP, GTRN, and
FLUX are used to generate the particle flux spectra
external to the spacecraft for a given orbit. This includes
components of the trapped radiation belts, galactic
cosmic rays, solar energetic particles, and attenuation by
the magnetosphere. TRANS is then used to transport the
spectra through an equivalent shielding model of the
spacecraft. LETSPEC is used to fold the environment
into an LET spectrum. HUP and PUP are used to
calculate the upset rates due to protons and heavy ions.
The HUP and PUP tools evaluate two different energy
deposition mechanisms. PUP only evaluates indirect
ionization events and HUP only evaluates direct
ionization events. The last tool, DOSE, can be used to

Single event effects have three main sources of radiation
in the near-Earth environment. These are galactic cosmic
Arthur Witulski
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Figure 17: Test Data Repository
estimate the total ionizing dose from protons.
Environments
For single event effects analysis, one is interested in the
flux (particles/cm2-s) or fluence (particles/cm2) of the
various constituents of the environment. The former
used to estimate the event rate and the later to estimate
an overall probability of an event, usually one of a
catastrophic nature. The natural space environment
encountered by a satellite is not static in these regards.
Over solar cycles, the heliosphere modulates the galactic
cosmic ray (CGR) flux of particles which includes all
naturally occurring elements. During the lifetime of a
satellite, however, the GCR flux is fairly constant. The
FLUX tool allows users to generate energy spectra for
all elements during solar minimum or solar maximum
conditions. The GCR spectra is particularly important
for SEE analyses because a portion of these particles are
highly penetrating, and another portion is highly
ionizing. Fig. GCR illustrates the output of the FLUX
tool on the CRÈME website.
The near-Earth GCR background is modulated by the
magnetosphere. The Earth's magnetic field shields
satellites from a portion of the interplanetary particles
according to the magnetic rigidity of the particles.
(rigidity is related to the magnetic field strength and the
path of the ion in space). Points within the
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magnetosphere will have a rigidity cutoff where lowrigidity particles simply cannot reach because they are
deflected. The dipole shape of the magnetosphere results
in changes to the rigidity cutoff over the course of an
orbit. As a result, orbits with high inclination will
encounter larger GCR fluxes near the poles. The output
of GTRN, the geomagnetic transmission function, is the
fraction of an orbit for which a cosmic-ray of a given
rigidity could reach the spacecraft from interplanetary
space.
The magnetosphere also has the effect of trapping
particles creating the radiation belts around the Earth.
The proton component of the trapped radiation belts can
be modeled with the TRP tool. The user has the option
to use either the AP8MIN or AP8MAX trapped proton
model. AP8 is a proton model which originated from the
Aerospace Corporation. It provides the two options for
missions operating near solar minimum and solar
maximum. At lower altitudes, satellites will encounter
the South Atlantic Anomaly and at higher altitudes they
will be subject to larger fluxes of protons. Similar to
geomagnetic shielding, the proton flux will change over
the course of the orbit.
Finally, the FLUX module allows users to specify the
solar condition associated with the mission. The solar
contributions can either be solar quiet (no "flare") or
solar energetic particle ("flare") models. The solar quiet
[35th] Annual Small Satellite Conference

Figure 18: User Discussion Forum
model is appropriate for nominal and long-term average
fluxes. The solar energetic particle model is appropriate
for "worst case" and "peak" flux assessments. These are
generally very severe environments originating from
solar events and can last for several days. There are three
choices from least to most intense. The worst week
environment is based on particle fluxes from the October
19, 1989 solar event. At the time, it was the most severe
event observed since 1980 and has been considered a
99% worst case environment. The "worst day"
environment is based on fluxes observed on October 20,
1989. The "peak flux" is an estimation of the
environment for its highest 5-minute flux based on
proton measurements during the worst day. The solar
minimum or maximum conditions are more
representative of long-term environments and especially
if you are performing a reliability assessment, more
appropriate. If your system actually depends on
performance during a 5 minute window, such as memory
scrubbing, and it's important to reduce errors, the user
should consider these short-term environments.
The TRANS transport module allows the user to look at
the surrounding material from the spacecraft and how it
modulates the local environment. This is especially
important in environments with a large flux of lowenergy particles because shielding is very effective at
stopping this part of the environment. High-energy
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particles, however, will merely be slowed. Solar
energetic particle events have a particularly high flux of
low-energies, whereas galactic cosmic rays can be very
energetic. Therefore, the user will observe differences in
the effectiveness of shielding for these environments.
Rate Predictions
Ground-based heavy ion and proton single event data
can look very similar, but care must be taken to apply
each to an appropriate rate prediction strategy. Ion and
proton single event effects are treated separately
because the dominant mechanisms of energy deposition
are different. For most single effect effects, the
mechanism of energy deposition from ions is due to
electronic stopping or direct ionization. Proton energy
loss, particularly at high energies, is dominated by
indirect ionization. An incident proton strikes a nucleus
in a target material and generates recoils or secondary
products which then go off in all directions causing
ionization in a localized region.
Most experimental datasets are represented as SEE cross
section versus energy MeV, in the case of protons, or
linear energy transfer (LET) MeV-cm2/mg, in the case of
ions. The proton datasets are assumed to be independent
of angle at which the broadbeam strikes the
microelectronic device although exceptions to this have
been observed. Experimental data are traditionally fit to
[35th] Annual Small Satellite Conference

Figure 19: Galactic cosmic ray flux spectra at solar minimum on the CREME website.
a Bendel two-parameter curve which can be provided to
the PUP tool. The PUP tool integrates the proton spectra
by multiplying the flux at each energy by the single event
cross-section.
Heavy ion datasets, however, are assumed to be
dependent on the angle because of track lengths through
a sensitive volume. Experimental data are traditionally
fit to a Weibull four-parameter curve which can be
provided to the HUP tool. Because of the pathlength
dependence, geometric dimensions of an individual
sensitive volume (bit) must be supplied along with cross
sections per bit. In contrast to PUP, HUP requires the
environment flux specified over LET instead of energy.
For this translation, CRÈME includes the LETSPEC
tool. The HUP tool finally performs the pathlengthdependent calculations using the RPP or IRPP models.
CONCLUSION
The proliferation of the SmallSat paradigm has led to
significant expansion in the size and diversity of the
spacecraft engineering community. Online tools are an
efficient and effective way to serve the exceptionally
disparate and diverse set of organizations now
developing space missions.
The online tools presented here seek to help users reduce
risk and enhance the likelihood of mission success.
These tools are part of a growing ecosystem of online
tools that SmallSat engineering teams can use to
efficiently leverage the experience and knowledge of
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both the legacy spacecraft engineering community and
their peers in the smallsat community.
Each of these tools serve a distinct purpose. The SSRI
Knowledge Base is the most broadly scoped - providing
high-level guidance and connections to other resources.
The remaining tools are primarily focused on providing
complimentary analysis capabilities, guidance, and data
to inform the design of reliable electronic systems for
space flight.
PMPedia provides component reliability data; tailored
guidance on parts, materials, and processes; and a forum
for open knowledge sharing on these topics. Similarly,
R-GENTIC provides radiation environment data and
tailored guidance regarding electronic part selection,
firmware design, and architectural design (e.g.,
redundancy). The tailored guidance features of these
tools have some high-level overlap, but both should be
considered by SmallSat developers as they each deliver
unique and valuable information with minimal user
input.
SEAM and CRÈME provide higher-fidelity analysis
capabilities that are complementary to the data and
guidance provided by PMPedia and R-GENTIC. For
example, single-event upset predictions can be generated
from CRÈME using component radiation data from
PMPedia. SEAM can be used to model how these
radiation-induced faults at the component or circuit-level
could propagate throughout the larger system or entire
[35th] Annual Small Satellite Conference

spacecraft. These detailed modeling and analysis
capabilities can be used to inform part selection and
architectural, software, firmware, and circuit design for
reliability.

7.
J. H. Adams et al., "CRÈME: The 2011
Revision of the Cosmic Ray Effects on MicroElectronics Code," IEEE Trans. on Nucl. Sci., vol. 59,
no. 6, pp. 3141-3147, Dec. 2012.

All of these tools can help small satellite developers
improve their chances of mission success. These tools
are free and available online, which enables continuous
improvement and information sharing for the mutual
benefit of the entire SmallSat community.
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